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Acknowledgement of Technology Usage Policy 
 
All employees utilizing Car Wash Enterprises (CWE) technology including supported hardware, software, and 
communication systems are responsible for reading and complying with CWE’s technology policies. The practices 
below are a summary of Payment Card Industry (PCI) requirements to be followed by all employees.  
 

• Explicit approval from an authorized manager documented in a signed user setup form is required to access 
the CWE network and applications. Forms must be submitted and processed by the IT department prior to 
receiving your user credentials. (PCI ref# 12.3.1) 

• All applications must be authenticated with user ID and password or other uniquely identifying credentials, 
issued by the IT department. Log-in information cannot be shared with others, including Third Parties, 
Employees, Managers and Supervisors. (PCI ref#12.3.2) 

• The IT department licenses all authorized software and hardware and assigns access based on authorized 
personnel for those devices and products. Any unauthorized software including personal computers and 
vendor demonstration devices is prohibited on the production network. (PCI ref#12.3.3 and 12.3.7) 

• Computer hardware and back-up media must be labeled with information that can be correlated to owner, 
including contact information and purpose. If a label has been removed or damaged, contact your manager. 
(PCI ref# 12.3.4) 

• Acceptable use of CWE technology is outlined in this Technology Usage Policy and elsewhere in the Employee 
Handbook. Any attempt to negate or circumvent CWE security controls or use of CWE technology resources 
for personal gain is prohibited. (PCI ref# 12.3.5) 

• The only authorized locations for CWE computer equipment are CWE facilities and sites. Removal of 
computer equipment or software from CWE locations is not allowed without prior approval through a signed 
work order (with the exception of authorized laptops). (PCI ref# 12.3.6) 

• All remote connections to the CWE network must automatically disconnect after 15 minutes of inactivity. 
Connection requests for remote-access technologies used by vendors and business partners such as Virtual 
Private Networks (VPNs) and dial-in modems must be authorized for each use and immediately deactivated 
after use. (PCI ref# 12.3.8 and 12.3.9) 

• The storage of cardholder data on local hard drives and removable electronic media is prohibited. In addition, 
the copy, move, and print functions of computer terminals are not allowed during remote access to the CWE 
environment. (PCI ref# 12.3.10) 

• It is the responsibility of all employees to protect their assigned user credentials and report suspicious or 
unauthorized system activity of their user account to management immediately upon discovery. (PCI ref# 
12.4 and 12.9.4) 

• The use of unencrypted messaging technologies such as e-mail, Internet chat rooms or IM to send sensitive 
information such as customer credit card Primary Account Numbers (PANs) is prohibited. (PCI ref# 4.2) 

• Electronic files and printed materials containing cardholder data must be destroyed when it is no longer 
needed for business or legal reasons (PCI ref# 9.10.1 and 9.10.2) 

• For those authorized employees needing access to security alarmed buildings, instructions and codes will be 
issued by his or her supervisor.  No employee is authorized to give his or her code to anyone without 
approval from his or her supervisor. 

 
 
 
Date: ________  
 
Employee 
Signature: ______________________  Print Name: ____________________  Site ___________ 
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