


WITH SEAN



TOPICS FOR TODAY
• BASIC SECURITY

• REBOOTS & CRASHES

• UPS & POWER DISTRIBUTION 

• USER LOGIN

• CRITICAL ICS APPLICATIONS

• WHATS NEW



ICS
SYSTEMS

THINGS TO REMEMBER
• PROTECT THE ICS NETWORK
• SITESERVER, POS, AUTO 

SENTRYS…
• CREDIT CARD PROCESSING
• NO PERSONAL DEVICES
• NO WEB BROWSING



ICS
COMPUTERS AND NETWORK

AUTO SENTRYS POINT OF SALE SITE SERVER



ICS
COMPUTERS

NO PERSONAL DEVICES

• NO USB DEVICES OF ANY KIND

• INCLUDING FANS, CHARGERS, 
BATTERIES, SPEAKERS, MEMORY 

STICKS



ICS
COMPUTERS

NO PERSONAL DEVICES

IF BROWNBEAR DIDN’T PAY FOR IT… 
IT SHOULD NOT BE PLUGGED INTO 

AN ICS DEVICE.



HANDLING REBOOTS & CRASHES

SOFT RESTART        VS.
• PLANNED

• USER REQUESTED

• SYSTEM INITIATED 

HARD RESTART
• LOSS OF POWER

• HOLDING THE POWER BUTTON

• FLIPPING THE BREAKER

• PULLING THE PLUG



HANDLING REBOOTS & CRASHES

SOFT RESTART
•ENCOURAGED

HARD RESTART
•WHEN THERES NO OTHER 

OPTION



UNINTERRUPTIBLE POWER SUPPLY
& POWER DISTRIBUTION



UNINTERRUPTIBLE POWER SUPPLY
& POWER DISTRIBUTION



WINDOWS LOGIN
ON THE DOMAIN

CC1000-SRV\SITESERVER

CC[SITE#]-[DEVICE]\[USER]



GIVE YOUR SYSTEM TIME TO BOOT



CRITICAL ICS APPLICATIONS



STACKCONTROLLER



STACKCONTROLLER



STACKCONTROLLER ERRORS

WHEN LAUNCHING 
WASH CONNECT



STACKCONTROLLER ERRORS

WHEN LAUNCHING 
STACK MANAGER



STACKCONTROLLER ERRORS

AT THE AUTO SENTRY



WHATS NEW?



LPR
(LICENSE PLATE RECOGNITION)



LPR PC



WHATS NEW?



LPR ROADVIEW

root
root



LPR ROADVIEW



LPR ROADVIEW



LPR ROADVIEW



AUTO SENTRY KEY 
LOCK BOXES

• COMING TO LOCATIONS WITH 
AUTO SENTRYS

• USED FOR SECURING KEYS

• NOT FOR CURRENCY



QUESTIONS
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