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The official and most current version of the Credit Card Guide is maintained on the Phillips 66 Marketing website. 

Credit Cards   Motor Fuels or Aviation   Business Tools   Credit Card and Quick Reference Guides 

 

 

 

 

Phillips 66®, Conoco®, and 76® are trademarks of Phillips 66 Company or one of its subsidiaries.   Other products or logos mentioned herein may 

be trademarks of their respective owners.  

https://bizlink.ephillips66.com/EN/CreditCards/MotorFuels/Business%20Tools/Pages/Credit-Card-and-Quick-Reference-Guides.aspx
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PURPOSE OF THE GUIDE 
 

The Guide provides requirements for Customers and Dealers, on processing card transactions at all Sites in which Phillips 66 

processes and settles transactions. 

 

This Guide is intended to provide our Customers and Site personnel with important information regarding credit card 

processing and risk mitigation. The following is a high-level summary of items included in this Guide: 

 

• Credit Card Information and Contacts 

• Customer Contractual Obligations 

• Phillips 66 Policy and Requirements 

• Site Processes and Best Practices 

 

We recommend that our Customers understand the information in this Guide to better track revenue, liabilities, and credit 

card programs.  Each Site should maintain a copy of the Guide to improve credit card handling at their Site as well as a 

training document for Site personnel. 

An electronic version of this Guide is updated via Phillips 66 Marketing website and can be accessed by both Customer and 

site level security roles.    
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FOR YOUR INFORMATION 
 

Revisions 
1. UPD ATED :  Purpose of the Guide (page 2)  

2. UPD ATED :  Outside EMV Liability Shift (page 4)  

3. UPD ATED :  Proprietary Fleet contacts (page 6, 27)  

4. UPD ATED :  Gift Card contacts (page 7, 30)  

5. ADDED:  Links to Current Card Processing Fees (page 12) 

6. UPD ATED :  Mobile Payment Options (page 23) 

 

 

OUTSIDE EMV LIABILITY SHIFT  

Europay, Mastercard & Visa (EMV) technology is the global standard for processing credit and debit card payments securely. 

The transition to EMV requires all EPOS equipment vendors make changes to their credit card processing equipment. 

EMV cards are also called chip cards, chip-and-PIN, and chip-and-signature cards, depending on the card issuer’s 

authentication method, or sometimes referred to as IC cards because they store data on integrated circuits (ICs). 

A major component to EMV is the shift of liability from the card-issuing banks to the Customer for fraudulent activity. EMV is 

the secure processing method and Customers who don’t implement EMV hardware and software will be more at risk.  

 

Liability for in-store credit and AFD fraud has shifted to Customers. 

 

The shift of outdoor liability makes EMV implementation of EMV hardware and software particularly important for convenience 

store retailers, which have a high risk of credit card fraud at the AFD.  All AFD’s, including diesel, should be converted to be 

most effective.  Fraud perpetrators will gravitate toward pumps that are not EMV compliant first. 

 

Card brands require EMV capability as a part of their fraud liability shift policies. Although EMV capability is the best method 

available to prevent most credit card fraud at your Site(s), it does not guarantee the elimination of all chargebacks or future 

fraudulent activity. 
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Fraud Prevention 
Anti-Skimming Toolkit 

The Anti-Skimming Toolkit is a great resource which includes details to help identify skimming devices as well as vendor 

contact information for items that will help improve Pump security at your Site. 

Credit Cards  Data Security & Fraud Protection  Fraud Protection 

 

Skimmer Rewards Program 

Did you find a skimmer during your daily Pump inspection today?  Turn that skimmer into $300 cash!  Look at the Skimmer 

Rewards Program details now! 

Credit Cards  Data Security & Fraud Protection  Fraud Protection 

 

EPOS Information  
Get the latest news on your current EPOS devices, system retirements, changes, and upgrades.   

Are you ready for EMV???  If you don’t know what EMV is, please look today!  It is a cr i t ica l  change affecting your business. 

Credit Card  EPOS, LinkSafe Broadband & EMV  

https://bizlink.ephillips66.com/EN/CreditCards/DataSecurityFraudProtection/FraudPrevention/Pages/FraudProtection.aspx
https://bizlink.ephillips66.com/EN/CreditCards/DataSecurityFraudProtection/FraudPrevention/Pages/FraudProtection.aspx
https://bizlink.ephillips66.com/EN/CreditCards/DataSecurityFraudProtection/FraudPrevention/Pages/FraudProtection.aspx
https://bizlink.ephillips66.com/EN/CreditCards/DataSecurityFraudProtection/FraudPrevention/Pages/FraudProtection.aspx
https://bizlink.ephillips66.com/EN/CreditCards/EPOSBroadbandEMV/Pages/EMV.aspx
https://bizlink.ephillips66.com/EN/CreditCards/EPOSBroadbandEMV/Pages/PointOfSale.aspx
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CONTACT LIST 
 

Apply/Order 

Gift Card Orders - M-F 8:00am – 5:00pm CST ................................................................................................................... 1-800-722-9464 
Phillips 66, Conoco, 76 Commercial To Apply................................................................................................................... 1-855-702-4132 
Phillips 66  Proprietary Fleet and Universal To Apply ....................................................................................................... 1-866-300-4795 
Conoco Proprietary Fleet and Universal To Apply ............................................................................................................. 1-866-300-4792 
76 Proprietary Fleet and Universal To Apply ...................................................................................................................... 1-877-685-0327 
 

Authorizations 

American Express ................................................................................................................................................................... 1-800-528-2121 
AVCARD ................................................................................................................................................................................... 1-800-892-4200 
Discover, Diner’s Club International, JCB, Union Pay  ...................................................................................................... 1-800-347-1111 
Multi Service ............................................................................................................................................................................ 1-877-672-2273 
Phillips 66, Conoco, 76 Aviation/Personal/Commercial Synchrony Bank ................................................................... 1-855-659-9785 
Phillips 66, Conoco, 76 Proprietary Fleet and WEX Universal Fleet .............................................................................. 1-800-842-0071 
VISA, MasterCard, Diner’s Club ............................................................................................................................................ 1-800-343-5792 
Voyager Universal Fleet ......................................................................................................................................................... 1-800-987-6589 
WEX Department of Defense ............................................................................................................................................... 1-877-939-4872 
WEX Department of Energy .................................................................................................................................................. 1-866-939-4472 

 

Balancing 

Marketing Support ........................................................................................................................... balancing@P66.com 1-800-828-5343 
Regular Fax (all other documentation) .................................................................................................................................. 918-977-8212 

 

Chargebacks – Phillips 66 contacts 

Accounting, Marketer Support ....................................................................................... PSEAcctgHelpDesk@p66.com 1-800-828-5343 
American Express/Discover ................................................................................................... em.amex@p66.com 1-918-977-8040 (fax) 
Debit ............................................................................................................................................ em.debit@p66.com 1-918-977-8083 (fax) 
Personal/Commercial ................................................................................................................ em.p66@p66.com 1-918-977-8147 (fax) 
VISA/MasterCard ................................................................................................................... em.visamc@p66.com 1-918-977-8115 (fax) 
Voyager .......................................................................................................................................... em.oth@p66.com 1-918-977-8083 (fax) 
WEX ................................................................................................................................................ em.oth@p66.com 1-918-977-8208 (fax) 
Avcard ...................................................................................................................................................... avcard@p66.com 1-918-977-8066 
MultiService ........................................................................................................................... issuersettlement@p66.com 1-918-977-8066 
 

Consumer Services 

Consumer Services ............................................................................................................................. cservice@p66.com 1-800-527-5476 

 

Customer Service 

Accounting, Marketer Support…………………………………………………………… ................ PSEAcctgHelpDesk@p66.com 1-800-828-5343 
Phillips 66 Marketing website - Help Desk ........................................................................................................................ 1-866-882-4440 
Customer Supply Management ......................................................................................................... 1-877-457-5623 (1-800-HLP-LOAD) 
Customer Support Help Desk  ........................................................................................................... 1-800-426-3696 (1-800-IAM-DOWN) 
Gift Card Balance Inquiries - automated Phillips 66 ........................................................................................................ 1-800-722-9464 
Gift Card Balance Inquiries - automated Conoco .............................................................................................................. 1-877-706-2045 
Gift Card Balance Inquiries - automated 76  ..................................................................................................................... 1-877-706-2047 
Gift Card Customer Service Help Desk ............................................................................................................................... 1-800-972-7481 
Phillips 66 Aviation Personal  .............................................................................................................................................. 1-800-833-3218 
Phillips 66 Aviation Commercial  ........................................................................................................................................ 1-800-633-5352 
Phillips 66, Conoco, 76 Commercial  .................................................................................................................................. 1-800-435-7802 
Phillips 66, Conoco, 76 Commercial Synchrony Bank  .................................................................................................... 1-855-659-9789 

mailto:pseac@p66.com
mailto:em.amex@p66.com
mailto:em.debit@p66.com
mailto:em.p66@p66.com
mailto:em.visamc@p66.com
mailto:em.oth@p66.com
mailto:em.oth@p66.com
mailto:avcard@p66.com
mailto:issuersettlement@p66.com
mailto:cservice@p66.com
mailto:pseac@p66.com
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Phillips 66, Conoco, 76 Personal Synchrony Bank ........................................................................................................... 1-855-513-1176 
Phillips 66, Conoco, 76 Personal/Premium  ..................................................................................................................... 1-800-722-2617 
Phillips 66 Proprietary Fleet and Universal ........................................................................................................................ 1-866-544-1738 
Conoco Proprietary Fleet and Universal ............................................................................................................................. 1-866-544-1722 
76 Proprietary Fleet and Universal ...................................................................................................................................... 1-866-549-1587 
Voyager Universal Fleet  ........................................................................................................................................................ 1-800-987-6591 
WEX Department of Energy .................................................................................................................................................. 1-877-939-4472 
WEX Department of Defense ............................................................................................................................................... 1-877-939-4872 
WEX Universal Fleet  .............................................................................................................................................................. 1-800-492-0669 

 

EPOS and Network Related Support 

PHIL L IPS 66 

Network Customer Setup ............................................................................................................................................. sitesurveys@p66.com 
Network Support Help Desk .............................................................................................................. 1-800-426-3696 (1-800-IAM-DOWN) 
 

VEN DORS 

Fuel Master.............................................................................................................................................................................. 1-800-888-9136 
Gilbarco .................................................................................................................................................................................... 1-800-800-7498 
Heartland Payment Systems (Vx stand-alone devices) .................................................................................................... 1-866-349-6595 
Hughes Billing Call Center ....................................................................................................................................... 1-855-506-5290, opt. 2 
NCR Radiant/RPOS support (depending on your support contract agreement) 
• Retail Data Systems (RDS) ............................................................................................... cstoremgmt@rdspos.com  1-855-737-4358 
• DUMAC Business Systems ............................................................................................. cstoresupport@dumac.com  1-315-234-3259 
• NCR/Radiant Tech Support ...................................................................................................................... MyNCR.com  1-800-454-8444 
Pinnacle ................................................................................................................................................................................... 1-817-795-5555 
QT Petroleum On Demand ....................................................................................................................................... 1-888-412-5332, opt. 3 
SageNet Billing Call Center ................................................................................................................................................... 1-703-848-1066 
Total FBO ................................................................................................................................................................................. 1-844-286-5992 
Verifone .................................................................................................................................................................................... 1-800-837-4366 
Wayne ...................................................................................................................................................................................... 1-800-289-2963 
 

Fraud 

Fraud Hotline...................................................................................................................................... p66fraud@p66.com 1-888-482-1838 

 

PCI Inquiries  

PCI inquiries, questions ....................................................................................................................................................... 1-800-IAM-DOWN 

 

Supplies 

Imprinter, Imprinter Tickets, Forms – General Credit Forms Inc. ................................................................................... 1-800-805-8731 
Marketing Materials – PointSmith (POP) ........................................................................................................................... 1-888-582-1380 

 

  

mailto:sitesurveys@p66.com
mailto:cstoremgmt@rdspos.com
mailto:cstoresupport@dumac.com
mailto:p66fraud@p66.com
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ACRONYMS AND DEFINITIONS 
 

Accepted Cards – as further described in the Summary of Accepted Cards and Payment Methods. 

AFD (Automated Fuel Dispenser) – Fuel Pump at a Site.  Each AFD includes two payment/fueling points.  For example, if you 

have six AFDs, you have twelve payment/fueling points.   
Agreement - The contractual document between Phillips 66 and Customer which requires compliance with this Guide (and 

which may consist of, or include, one or more Sites): 

Balancing – This Phillips 66 group assists Sites with balancing their EPOS batches.  

Branded Proprietary Cards – Include the Phillips 66 Credit Card, Conoco Credit Card, 76 Credit Card, and Phillips 66 Aviation 

Credit Card. 

Call for Auth (Call for Authorization) – An EPOS message directing the Site to proceed with the phone authorization process 

prior to card approval. 

Cardholder – The Consumer who has the credit or debit card. 

Cardholder Information – means all personally identifiable data about the Cardholder and relationship to the merchant banks 

or card associations.  Cardholder Information includes, but is not limited to, account number, expiration date, and name. 

Card Issuer – The bank or financial institution that provides cards to Consumers. 

Card Transaction(s) -- means the occurrence of a Payment Method involving “Accepted Cards” set forth in the Section entitled 

Summary of Accepted Cards and Other Payment Methods. 

CBR - Customer Batch Reconciliation 

CCG or “Guide” (Phillips 66 Credit Card Guide) – This document! 

Chargeback – The reversal of a sale initiated by the Cardholder or Card Issuer for a variety of reasons. 

Chip – Refers to the square chip on the face of the card that provides dynamic and added anti-counterfeit measures and is 

dipped into the EPOS device.  In the process of replacing the mag stripe as the primary method of payment. 

Communication Methods – means dial, satellite and/or high-speed communication methods (including without limitation 

broadband methodologies approved by Phillips 66) for the purpose of processing Card Transactions. 

Consumer or Cardholder – The Site’s customers or patrons. 

CPP - Common Point of Purchase 

Credit Card – means any accepted card, by any method of entry.  Further described in the Summary of Accepted Cards and 

Payment Methods. 

Customer or You or Your– The entity that entered into a direct contractual relationship with Phillips 66.   

Dealer – A person other than the Customer (or an affiliate of Customer) that owns or operates a Site.  

DSOP (Data Security Operating Policy) - Explains Phillips 66 rules governing access and use of the PSX payment card 

processing service; informs those who use the PSX payment card processing service of the data security requirements 

governing access and use as well as their compliance obligations; and defines the potential consequences for violations 

of the DSOP. 

EBT - Electronic Benefits Transfer 

Embossed – Credit card number is stamped on the card and stands out in relief. 

EMV (Europay, MasterCard and Visa) – A global standard for credit cards that uses computer chips to authenticate (and 

secure) Chip-card transactions. 
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EPOS (Electronic Point of Sale) – The card reading device.  Facilitates the approval process on transactions and all necessary 

data transfers leading to settlement.  

Imprint – Making a paper copy of a card using a credit card imprinter or “knuckle buster” to complete a sale while your EPOS 

system is not functioning. 

Mag stripe (Magnetic stripe) – Refers to the magnetic strip on the back of the card which is swiped through an EPOS device for 

payment. 

Marketer – Marketer owns relationship with Sites, and they are responsible for transporting and delivering branded fuel to 

those Sites.  Phillips 66 tracks volume sales and all correspondence is conducted with the Marketer. 

Merchant – a term used in the credit card industry to refer to the operator of a retail business or Site.   

MFD - Merchant Funded Discount 

Payment Methods – means any method by which an electronic payment is authorized and processed through the EPOS.  By 

way of example only, Payment Methods may include, but are not limited to, Mag stripe, radio frequency identification 

devices (RFID or contactless), mobile phones, QR code, biometric methods, and EMV.  Further described in the Summary 

of Accepted Cards and Payment Methods. 

PCI (Payment Card Industry) – is a formal organization consisting primarily of Visa, MasterCard, American Express, and 

Discover who have created global standards for the Protection of Cardholder Information. 

Phillips 66, P66, PSX, Our or Company - Phillips 66 Company 

PSX branded mobile app – Phillips 66 owned smart phone apps that provide Consumers with the ability to pay for purchases 

using their mobile phones.  Specifically, these are the My 76 app, the My Phillips 66 app, and the My Conoco app. 

Phillips 66 Marketing website (aka BizLink) – The Phillips 66 marketing online application utilized by Customers and Sites to 

access transactional, financials, marketing, and industry related data or notifications. 

PIN (Personal Identification Number) – A four-digit security code chosen by the Cardholder for their debit card. 

Pump – One side of an AFD.  One payment/fueling point. 

QRG (Quick Reference Guide) – The one-page companion to this Guide. 

Receipt or Invoice – The record of a transaction which includes an itemized detail of the sale, pertinent card payment details, 

and Cardholder authorization. 

Site – An individual gas station or location which may a direct relationship, or indirect relationship through a Customer, with 

Phillips 66 where the Payment Methods are authorized to be accepted.   

 

SNAP (Supplemental Nutrition Assistance Program) - A federal program administered by the Food and Nutritional Services 

(FNS) that enables low-income families to purchase nutritious food with Electronic Benefits Transfer (EBT) cards. 
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CONTRACTUAL OBLIGATIONS 
 

This Guide describes the policies and procedures and sets out the terms and conditions under which Phillips 66 will accept 

and process Card Transactions received through approved EPOS and manual Invoices initiated from authorized Sites pursuant 

to a written Agreement. 

 

YOU A GREE THA T BY SUBMITT IN G IN VOICES AN D EPOS TRAN S ACT ION S T O PHI LL I P S 66,  YOU WI L L  

COMPLY ,  AN D EN SURE TH AT  EACH OF  YOUR SI TES COM PLY ,  FU LL Y WI TH A LL  THE  T ERMS AN D CON DIT ION S,  

REQUIREMEN TS ,  OBL IGA TIO N S,  IN STRUC TION S AN D PO L IC IES  SE T  FOR TH IN  TH IS  GUIDE,  A S  MAY BE  

REVISED OR AMEN DED FRO M T IME TO T IME BY PHI L L IP S 66.    

 

In consideration for your Agreement above and the terms and conditions set forth throughout this Guide, Phillips 66 agrees to 

accept from Customer and its Sites all proper Invoices and Card Transactions, to credit Customer’s account accordingly, and 

to provide to the applicable Card Issuer all transactional data necessary for charging the Cardholder.  In addition to the terms 

and conditions in this Guide, Phillips 66 reserves the right, in its sole discretion, to deduct Chargebacks initiated by the Card 

Issuers including, but not limited to, charges based on fraud as further described, but not limited to, the following paragraph.   

 

Customer is liable for fraudulent acts which occur at your Site(s).   This includes fraudulent acts committed by an employee, 

even if the employee acted contrary to instructions of its employer and without Customer’s consent.   If Phillips 66 in its sole 

judgment concludes that any Invoice or Card Transaction was fraudulently prepared, accepted, or submitted, the Invoice or 

Card Transaction will be charged back to the Customer.   Please reference the Knowing When You Need Additional Security 

section of the Guide for additional details regarding fraudulent activity. 

 

Credit authorizations given via manual, EPOS, or Pump dispenser instructions shall not be construed to modify or supplant the 

terms and conditions set forth in this Guide. 

 

AL L IN V OICES ,  CREDIT  C AR D RECEIP TS ,  REP ORT S AN D/OR JOURN A L TAPE S SH AL L  BE  KEPT IN  A  SECURE 

EN VIRON MEN T TH AT I S  N OT ACCESSIB LE  BY THE  PUB LIC  OR N ON-MAN AGERI A L EMP LOYE ES FO R A P ERIOD 

OF  A T  LE AS T 180 D AY S FR OM THE  DA TE  OF  SA LE  AN D THEN  PROP ERL Y AN D S ECURELY D ES TRO YED.   

DURIN G S TOR AGE ,  SHIPME N T,  AN D DES TRUC TION,  YOU  MUST COMPL Y WI TH THE  T HEN  CURREN T 

STAN DARD S FOR PRO TECTI ON  OF  CA RDHO LDER IN FO R MATION  FOUN D IN  THI S  GUI DE  TO PR OPER LY 

SAFEGU ARD AN D DEST ROY CARDH OLDER IN FORM ATIO N.    

 

Phillips 66 may also impose terms and conditions related to Customer's participation under this Guide including, but not 

limited to, the requirement of certain EPOS equipment and software for processing Card Transactions.   

 

Questions regarding these, or any, credit card policies, procedures or guidelines should be directed to Phillips 66 Accounting 

Help Desk at 1-800-828-5343 or PSEAcctgHelpDesk@p66.com. 
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To the extent that there is a conflict between the provisions of this Guide and your applicable written Agreement, your 

applicable written Agreement shall prevail, provided however the Section entitled Standards for Protection of Cardholder 

Information in this Guide shall always prevail.   

 

THE  R IGH T OF  PHIL L IP S 66  TO REQUI RE  S TRICT  PERFO RMAN CE BY CU STOMER S UN DER THE  TERMS AN D 

CON DIT ION S OF  THI S  GUID E  SHA LL N O T IN  AN Y W A Y BE  AFFEC TED BY PR EVIOU S W A IVER,  F ORBEAR AN CE 

OR COURSE OF  DEA LIN G.  

 

Standards for Protection of Cardholder Information 
Standards for Protection of Cardholder Information.   Except as otherwise specified, Customer shall, and shall ensure that 

each Site with regard to Cardholder Information comply with the then-current: (a) Payment Card Industry Data Security 

Standard (“PCI Standard”), (b) federal, state, and local laws and regulations, and (c) merchant banks and card associations’ 

regulations.  Customer is responsible for its Sites (including any of their respective employees, agents, representatives, service 

providers, contractors, and processors) failure to comply with this Section “Standards for Protection of Cardholder 

Information”. 

 

Data Security Operating Policy.  Customers must abide by all terms and conditions set forth in the Phillips 66 Data Security 

Operating Policy (“DSOP”), which may be amended from time to time, and which is fully set forth on the Phillips 66 Marketing 

website.   

 

Notification Requirements.  Notwithstanding any provision in this Guide or Agreement to the contrary between Customer and 

Phillips 66, Customer must notify Phillips 66 immediately, and confirm in writing as soon as possible thereafter, if Customer 

has reason to believe that Cardholder Information has been accessed or used without authorization or not in compliance with 

this Guide.  Phillips 66 or its designee may perform an audit of the incident at Customer’s expense.  Customer shall provide 

(and obtain any waivers necessary to provide) to Phillips 66 and auditors of Phillips 66’s choosing, on request, full cooperation 

and access to all environments which may store, process or transmit Cardholder Information.  The auditors will be allowed to 

conduct a thorough audit of such environment(s).  Customer shall fully cooperate with Phillips 66’s efforts to mitigate and 

rectify any issues arising from the incident, including consulting with Phillips 66 about Customer’s communications to 

Cardholders affected by the incident and providing (and obtaining any waivers necessary to provide) Phillips 66 with all 

relevant information to verify Customer’s ability to prevent future incidents in a manner consistent with this Guide.  Phillips 66 

reserves the right to suspend processing of Card Transactions for Customer and its Customer’s Sites if Customer is found to be 

non-compliant with any requirements in this section.   

 

No Representation by Phillips 66.  Customer’s compliance with the PCI Standard and the DSOP shall not in any way relieve 

Customer’s indemnity obligations to Phillips 66 under your Agreements with Phillips 66, nor relieve or decrease Customer’s 

liability in any way.  Customer is responsible at its sole expense for providing any additional data security measures that it 

deems necessary to protect its data and security interests.  Phillips 66 does not in any way represent or warrant that the 

measures contained in the PCI Standard or the DSOP are sufficient or adequate to protect Customer’s particular data and 

security interests.  PHILLIPS 66 HEREBY DISCLAIMS ANY AND ALL REPRESENTATIONS, WARRANTIES, AND LIABILITIES WITH 
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RESPECT TO THE DSOP, THE PCI STANDARD, AND THE DESIGNATION AND PERFORMANCE OF THIRD-PARTY SERVICE 

PROVIDERS, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE. 

 

Customer agrees that this section of the Guide is reasonable and of material significance to this Guide and to the Consumers 

who patronize Customer’s Sites.  Customer further understands and acknowledges that it is reasonable for Phillips 66 to 

debrand any Site which does not comply with this section, or to terminate any related Agreement between Phillips 66 and 

Customer in its entirety where the violation involves multiple Sites, upon written notice to Customer, in accordance with the 

Petroleum Marketing Practices Act, if applicable. 

 

Accepted Card Processing Fees  
The Customer agrees to pay the then-current motor fuel Accepted Card processing fees found on the Phillips 66 Marketing 

website by navigating to the following link: 

Credit Cards  Motor Fuels  Business Tools  Fees 

 

The Customer agrees to pay the then-current aviation Accepted Card processing fees found on the Phillips 66 Marketing 

website by navigating to the following link:   

Credit Cards  Aviation Fuels  Business Tools  Fees 

 

Changes to such processing fees may be made upon written notice to Customer. 

 

Chargeback Rules 
Phillips 66 reserves the right, at its option, to deduct any Chargeback initiated by the Card Issuer for Invoices to the Customer.  

Chargebacks will be deducted from Customer’s settlement funds.  Phillips 66 reserves the right to Chargeback card 

transactions prepared or submitted improperly or in violation of the terms and conditions of this Guide, including any 

subsequent revisions.  Chargeback rules include, but are not limited to, the following: 

 

• Declined sales cannot be submitted. 

• A Chargeback dispute must be initiated with Phillips 66 within ten (10) days of the Chargeback date. 

• Chargebacks for non-receipt of retrieval requests may be disputed by Customer only  if fax or email confirmation can 

be provided showing the date the requested Invoice was faxed or emailed to the correct fax number or email address. 

• Without restriction, Phillips 66 reserves the right to Chargeback any card sale that is prepared in a fraudulent manner 

or that is prepared in connection with the fraudulent use or possession of any card. 

• Phillips 66 assumes no responsibility for the further processing or the collection of any charged back sale. 

• Any failure of Phillips 66 to Chargeback a particular card Invoice subject to Chargeback under the terms and 

conditions of this Guide shall not be deemed to waive or limit the right of Phillips 66 to Chargeback such sale at some 

future date, or to Chargeback any other card sale any time in accordance with any of the terms or conditions of this 

Guide. 

• Card Association rules may allow a Consumer to dispute charges because of alleged unsatisfactory workmanship or 

materials.  All sales covering repairs and/or services or authorized merchandise may be subject to Chargeback. 

http://www.ephillips66.com/
http://www.ephillips66.com/
http://www.ephillips66.com/
http://www.ephillips66.com/
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Dispenser Security Standards 
In order to secure your AFDs against skimmers, Phillips 66 recommends that you implement the following actions. 

1. Upgrade AFD locks 

Replace factory-installed locks with high-security locks that require a unique key that is specific to the Site. 

2. Utilize security tape 

Use serialized security tape on all AFDs.  Security tape should be placed over the card reader door, so the tape will 

either break or show “void” if the thief attempts to reattach.   

3. Perform daily inspections of AFDs with logging of such inspections 

Open and inspect AFDs at least daily, preferably at the start of each shift, for any sign(s) of tampering or any foreign 

devices installed, particularly around the card reader.  Pull all cables to ensure skimmers are not hidden below sight 

level. 

 

IF  A  SKIMMIN G DEVICE  I S  F OUN D AN D RECOVERED AT  Y OUR SI TE ,  THE  ABOVE ACT I ON S ARE REQUIRED.   

 

Other Best Practices 

AFD AL ARM 

Upper entry door detection alarm system. (This system must disable all functionalities of the AFD when the door is opened or 

tampered with. See pump manufacturers for details.) 

SURV EIL LAN CE  

Use of video surveillance cameras at the fuel islands to deter criminals and to identify criminal activity is recommended.  Here 

are some additional tips. 

• Be suspicious of vehicles parked for a long time, or without any license plates, at the fuel island, especially on the 

outside Pumps. 

• Newer skimming devices may have wireless capability, so the thieves do not have to remove the skimmer to obtain 

credit card data.  It is imperative that Pump inspections are done regularly to reduce risk of credit card data loss 

through wireless capable skimming devices. 

SKIMMER REW ARD PR OGR AM 

• The Phillips 66 Skimmer Reward Program will pay a “bounty” to Site employees for finding and reporting skimmers.  

 

Additional details about skimming and securing AFDs can be found at Credit Cards  Data Security & Fraud Protection  

Fraud Protection. 

  

https://bizlink.ephillips66.com/EN/CreditCards/DataSecurityFraudProtection/FraudPrevention/Documents/Skimmer%20Rewards%20Program%20FINAL%202182015b.pdf#view=fit
https://bizlink.ephillips66.com/EN/CreditCards/DataSecurityFraudProtection/FraudPrevention/Documents/Skimmer%20Rewards%20Program%20FINAL%202182015b.pdf#view=fit
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PROPER CARD HANDLING 
 

Best Practices  

The following guidelines can help you reduce or successfully contest Chargebacks initiated by the Card Issuers.  With the 

recent EMV liability shift, you must be vigilant and follow protocol to protect yourself from fraudsters, counterfeit, or altered 

cards. 

 

• GE T TO KN OW THE CARDS – The card brands have built multiple security features into each of their cards in an effort 

to prevent fraud.  Here are three simple items you can check without delaying your sale. 

o Hologram – major credit cards will have a hologram on the back of the card.  For example, VISA puts a 

holographic dove on all of their cards. 

o Last Four -- compare the last four digits of the credit card number to the last four digits on the Receipt.  If they do 

not match, collect the card, void the sale, and request another form of payment because the card may be 

counterfeit.  Contact the Card Issuer with a code 10. 

o EMV Chip cards – Should be read via the chip reader.  If chip cards are not working correctly, contact your 

terminal vendor for resolution.   

• MAN UAL EN TRY AN D IMPRI N T - Manually keyed sales have a higher risk of being charged back. If you choose to 

proceed with this type of transaction, the Site employee should obtain a signed Imprint for a l l  manual ly  keyed 

sales .  Ensure that the name and complete account number are legible.  If the card cannot be imprinted, ask for an 

alternate form of payment. Do not  photocopy non-Embossed cards.  Photocopies are not accepted by the Card 

Issuers and having an Imprint does not guarantee protection from Chargebacks 

• “SPECI AL APPR OV AL –  CAL L FOR AUTH ORIZA TION ” – If this message appears, call the authorization telephone 

numbers listed in the contacts section of this Guide.  Sales with invalid authorizations are subject to Chargeback.  The 

attendant must always call the Card Issuer for an authorization number.  Never accept an authorization number from 

a Cardholder or enter a random number to bypass the special approval message. 

• AV AIL ABLE  RE SOURCE S – Keep your Quick Reference Guide (QRG) by the register for easy access.  Review periodic 

newsletters, alerts and news items posted on the Phillips 66 Marketing website. 

• RE TRIEV AL RE QUES TS & CHARGEBAC KS – If you have been charged for an invalid Chargeback, send your 

documentation to PSX and we will help you contest it.  Also keep an eye on Retrieval Requests via Phillips 66 

Marketing website.  This is your opportunity to prevent a Chargeback.  Respond to retrieval requests within 10 days, 

as failure to respond will result in a Chargeback.  Improve your chances of a successful reversal with the following: 

o Maintain printers so that you are able to provide a legible copy of the Receipt when needed. 

o Include all supporting documentation and work orders. 

o Include a contact name and phone number with each request.   

o If a Receipt is not clear or is a very light copy, mail it instead of faxing it.   

 Send in documentation immediately for Uncaptured Sales or the sales are subject to Chargeback for 

late presentment. 

 Do not  sell items that are restricted for sale by the Card Issuers. 
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 Do not swipe card through the reader a second time unless you are sure the first swipe did not result 

in a captured sale.  If you are unsure about the processing of a card swipe, call the EPOS Help Desk 

at 1-800-426-3696. 

 Do not accumulate multiple sales (sales made at different times) and submit as one transaction. 

 Do not make multiple transactions for a single sale. 

 

Consumer Discounts 

If Site offers a discount for cash or other Payment Methods, the following guidelines apply: 

• EPOS equipment must be capable of charging either the credit (or highest posted) price or the cash (or lowest posted) 

price for all transactions. 

• Comply with all federal, state, and local laws, ordinances, and regulations regarding cash/credit pricing and product 

price posting. 

• Site must configure EPOS system accordingly to provide appropriate discount by card type.   

 

Minimum/Maximum Transaction Amount 

Sites can implement minimum/maximum transaction amounts with the except ion of the following: 

• Impose a minimum or maximum transaction amount on a VISA Debit or VISA Pre-paid card. 
• Impose a minimum transaction amount on a credit card that is more than $10. 
• Impose a maximum transaction amount on a credit card. 
• For Branded Proprietary Cards and Commercial Cards (excluding Proprietary Fleet Cards) Sites may not establish a 

minimum or maximum purchase amount for in store purchase.  Maximum transaction limits can be set at the AFDs 
as necessary to reduce fraudulent transactions for credit transactions.   

 
Surcharge 

Sites may not add a surcharge for any Card Transaction under any Payment Method or pass along fees to Consumers. 

 

Personal Identification Validation 

Site level employees must not request Cardholder identification as a condition of purchase, unless required for age restricted 

products.  Site level employees that suspect fraud in a face-to-face environment may request Cardholder identification.  If the 

identification is expired or does not match the same name on the card, or if the Cardholder does not provide identification, the 

Site level employee may decide whether to accept the card. 

 

CARD IS SUERS AN D CARD A SSOCI ATI ON S IMPOS E CERT AIN  REQUIREMEN T S RE LA TE D TO TH EIR  S PECIF IC  

ACCEPT ED CARDS.   FAI LUR E TO COMP LY W ITH THE  CA RD IS SUERS AN D CARD ASS OCIAT ION  

REQUIREMEN TS M AY R ESUL T  IN  F IN ES,  D I SCON TIN UAN C E OF  A  SI TE ’S  AB I L IT Y  T O A CCEPT ACCE PTED 

CARD S OR DEBR AN D.    

 

Suspicious Activity 
In addition to following all standard card acceptance procedures, Site operators should be on the lookout for any behavior that 

appears suspicious or out of the ordinary.   If Phillips 66 in its sole judgment concludes that any transaction was fraudulently 
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prepared, accepted, or submitted, the transaction will be charged back to the Customer.  The examples listed below have a 

high possibility of being fraudulent activity.    

 

• Purchasing high value or large amounts of merchandise 

• Trying to distract or rush sales associates during a transaction  

• Using multiple credit cards 

• Using the same card for multiple purchases 

• Making purchases, leaving the store, and then returning to make more purchases 

• Making purchases either right when the store opens or just before it closes  

• Buying large amounts of alcohol, cigarettes, or other high value products that have resale value 

• Buying tires and not needing them mounted 

• Attempting to bribe a cashier 

• Asking for cash back with a Credit Card/Gift Card/Prepaid Card 

• Using a credit card to purchase Gift Cards/Prepaid Cards/Money Orders/Lottery Tickets 

 

Suspicious activities such as the examples listed above should not be tolerated.   Transactions deemed fraudulent by Phillips 

66 will be charged back.   Use common sense and appropriate caution when evaluating any behavior or other irregular 

situation that may occur during a transaction.   

 

Fraud: Common Point of Purchase 
Phillips 66 and issuing banks routinely monitor fraud trends and will take actions to deter criminal activity through EPOS 

security and sales restrictions.  In the event a Site is identified as meeting one or both criteria below, the Site may experience 

limited acceptance of Accepted Cards at the AFD or may temporarily be restricted from accepting the Accepted Cards. 

1. The Site is identified as a possible Common Point of Purchase (CPP).  This is when it is determined that multiple cards 

were used at the same Site over a specific time period where they may have been compromised by a device called a 

skimmer.   Skimmers are most commonly attached to the AFDs. 

2. Issuing banks determine if the Site is in an area where counterfeit cards are being used to purchase fuel.  Counterfeit 

fraud rates of 5% are excessive and considered high risk.    

In the case of a possible CPP situation, the Site will be advised they have a period of time to secure their Pumps by installing 

new high security locks, security tape and implementing daily inspections.   

 

Preparing Manual Transactions 
All Accepted Card transactions eligible to be processed by Phillips 66 must be submitted electronically.  Refer to instructions 

in this Guide under Electronic Point of Sale  for proper handling and exceptions.    

 

1. If EPOS will not read a card dip or swipe, follow the directions in your EPOS equipment operator’s manual, and 

manually key the card number into the EPOS terminal keyboard if allowed.   

2. Imprint the card using paper Invoice form 19-87.   
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3. The Invoice must show: 

a. Quantity and price for each type of actual product or service supplied and delivered.   

b. Applicable federal, state, and local taxes. 

c. Total for the product(s) or service(s) supplied.   

4. Obtain the Consumer's signature on the Receipt.   

a. Except for automated sales through outside card readers and the no-signature program for Visa, MasterCard, 

Discover, American Express, PIN Debit, and Gift Cards, the Cardholder must sign the Invoice.  Initials are not 

permitted. 

5. Give the Consumer the Customer Copy of the paper Invoice and the Receipt copy and return the credit card to the 

Consumer. 

6. Attach the Dealer Copy and Office Copy of the paper Invoice and any supporting documentation to the Receipt.  Do 

not  submit the paper Invoice copy to Phillips 66.   

 

PROCES SIN G THE  SA LE  T HR OUGH THE  EPOS SY ST EM DOES N OT EX EMPT THE  DEA L ER FROM AN Y OTHE R 

CREDIT  CON DIT ION S D ISCU S SED.   SA LE S TH AT DO N O T CON FORM TO AL L  GUIDE  RE QUIREMEN TS ARE 

SUBJECT TO CH ARGEB ACK.    

 

Preparing Manual Imprints for Post Key or Chargeback Dispute 
What is necessary to Imprint a sale: 

• Imprinters and Imprinter plates can be ordered from any distributer.   It is no longer required that the imprinter be 

able to Imprint the dollar amount of the sale.  General Credit Forms (1-800-805-8731) offers the D4850 imprinter 

and item SP211 imprinter plate at a low cost.  However, Customers are not obligated to order solely from GCF.   

• Credit Card Sales Invoice Form 19-87 

To prepare the paper Credit Card Sales Invoice (Form 19-87):  

1. Make certain the Consumer's card is not expired. 

2. Manually enter the following information on the Invoice: 

o Product or Service, Quantity, Price, Amount, Sales tax, Total Charge, Billing Address Zip Code, Account number 

prefix (if applicable), WEX 690046; Voyager 7088 

3. For Fleet sales, it is important to manually enter the following additional information for fleet sales: 
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o Vehicle card number, Odometer reading, Driver ID, Time of Purchase, WEX: 690046, Voyager: 7088  

 

CHECK CA RD FOR R ES TRICT ION S (SEE  ‘PROCES SIN G IN STRUC TION S’  FOR F LEE T  CA RDS)  

 

4. Call the Card Issuer for authorization and write the number on the Invoice. 

5. Put the Cardholder's credit card in the imprinter, insert the Invoice and Imprint.  Do not  submit handwritten Invoices.  

Handwritten Invoices will not  be accepted.  Imprinted information on the Invoice should include: 

o Cardholder Name, Account Number, Date of sale, Card expiration date, Dealer number, store name, and location, 

Amount of sales 

6. Obtain the Consumer's signature. 

7. Give Consumer the top copy of the paper Invoice and return the credit card to Consumer. 

8. When electronic processing becomes available, manually enter into the EPOS using Post Entry.  (See your EPOS 

operator’s manual to determine if this functionality is available on your equipment and to find manual entry 

instructions.)  

9. For manually keyed sales, you may be prompted to enter an account number prefix before entering the Embossed 

card number: 

o WEX 690046; Voyager 7088 

10. Retain the Dealer Copy, Office Copy, and any supporting documentation. 

 

PHIL L IPS 66 COMPAN Y WI LL  N O LON GER ACCEPT IMP RIN TED IN VOICE S FOR RE IMBURSEMEN T OF  

UN CAPTURED SA LES .  

 

Shipment, Storage, and Disposition of Documents – Site Level 
All Invoices, credit card Receipts, reports and/or journal tapes shall be kept in a secure environment that is not accessible by 

the public or non-managerial employees for a period of at least 180 days from the date of sale.  During storage, shipment, 

and destruction, you must comply with the then current Standards for Protection of Cardholder Information found in this Guide 

to properly safeguard and destroy Cardholder data.   

 

Refer to the Payment Card Industry Data Security Standard (PCI DSS) for additional information. 

• Source: https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security 

• Ship Imprinted Invoices via a secure courier using a method that can accurately track the shipment.  (Requirement 9) 

• Store Imprinted Invoices in a secure location and classify as confidential.  (Requirement 9) 

• Limit access to Imprinted Invoices to authorized personnel on a “need-to-know” basis.  (Requirement 7) 

• Inventory stored Imprinted Invoices at least annually.   (Requirement 9) 

• Dispose of Imprinted Invoices as soon as they are no longer needed.  (Requirement 9) 

• Use a PCI DSS compliant secure destruction method such as cross-cut shredding for all Imprinted Invoices.  

(Requirement 9) 

• Ship via secure courier to:  

 

https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security
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Phillips 66, Payment Systems Enterprise 

PO Box 8400 

Bartlesville, OK 74005, 

Phillips 66, Payment Systems Enterprise 

411 South Keeler Avenue 

Bartlesville, OK 74003. 

 

PCI  DSS REQU IREMEN T 7:  RES TRIC T  ACCE SS TO CAR DHOLDER D AT A BY BUS IN ES S N EED TO KN OW 

PCI  DSS REQU IREMEN T 9:  RES TRIC T  PH YSIC AL ACCES S TO CA RDHOLD ER DA TA 

 

Out of Balance Conditions 
Terminal Batch Totals do not match Network Batch Totals  

See the appropriate reconciliation guide for your specific EPOS equipment type. 

Credit Cards   Motor Fuels or Aviation   Business Tools   Balancing Guides 

 

Processing of Missing Batches 

• Only when a transaction detail of the missing batches is provided will transactions be considered for reimbursement.   

• Journal tapes/reports and other submitted documentation regarding missing/unpaid batches are validated against 

Phillips 66 settlement records to verify prior settlement has not already occurred before the transactions will be 

processed for payment.   

Uncaptured sale documentation should be received within 10 days of the transaction date.  Balancing will process bank cards 

and debit cards up to 30 days with limited exceptions.  All transactions received are subject to chargebacks. 

 

AL L CREDI T  CARD RECEI PT S,  REP ORT S AN D/O R JOURN AL TAP ES S HA LL BE  K EPT I N  A  SECURE 

EN VIRON MEN T TH AT I S  N OT ACCESSIB LE  BY THE  PUB LIC  OR N ON-MAN AGERI A L EMP LOYE ES FO R A P ERIOD 

OF  A T  LE AS T 180 D AY S FR OM THE  DA TE  OF  SA LE.   DU RIN G STOR AGE ,  SHI PMEN T,  AN D DESTRUC TION,  YOU 

MUST COMPL Y WI TH THE  TH EN  CURREN T STAN D ARDS F OR PRO TECTI ON  OF  CARDH OLDER IN FORMA TION  

FOUN D IN  THIS  GUIDE  TO P ROPER LY SAFE GUARD AN D DESTR OY CARDH OLDE R DA T A.    

 

Balancing questions may be directed to Phillips 66 Accounting, Marketer Support at 1-800-828-5343, or email 

Balancing@P66.com. 

 

Receipt Retrieval Request 
A retrieval/Receipt request is a request from Phillips 66 on behalf of the Card Issuer for a copy of a signed Receipt and any 

other supporting documentation.  An issuer may request this information for various reasons including, but not limited to, 

Cardholder disputes and Card Issuer inquiries.   

 

THESE  ARE N O T CH ARGEB A CKS.   HOWE VER,  FAI LURE T O RESPON D TO A  RET RIEV A L REQUE ST O R FAI LURE 

TO RE SPON D WI TH A LEGIB LE  COP Y WI THIN  10 CA LEN DAR DA YS O F  THE  REQUES T WILL  L IK EL Y RESU L T  IN  

A  CH ARGEB ACK.    

 

When a request is made by Phillips 66: 

https://bizlink.ephillips66.com/EN/CreditCards/MotorFuels/Business%20Tools/Pages/Credit-Card-and-Quick-Reference-Guides.aspx
mailto:%20Balancing@P66.com
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1. A message is sent via Phillips 66 Marketing website.  You can find additional information and instructions are 

available on Training  General Tutorials  Financials 

2. A prompt response to the retrieval request should be made by submitting any related documents, including: 

o Legible copy of the Receipt 

o Supporting Documentation 

o Work Orders 

o Copies of Imprinted cards 

3. Email all documents to the email address on the retrieval request. 

o If you decide to fax the documents, you must retain a copy of your fax confirmation as proof of delivery. 

o If any of the information is not clear or is very light, submit using U.S. mail to the address on the request a contact 

name, email address and phone number with each request. 

 

All Invoices, credit card Receipts, reports and/or journal tapes shall be kept in a secure environment that is not accessible by 

the public or non-managerial employees for a period of at least 180 days from the date of sale.  During storage, shipment, 

and destruction, you must comply with the then current Standards for Protection of Cardholder Information found in this Guide 

to properly safeguard and destroy Cardholder data.   

 

MFD Rewards Program Instructions for Commercial Cardholders  
The Company offers Dealers and Marketers of Sites the opportunity to provide and fund their own rewards programs for their 

business credit cardholders.  The Merchant Funded Discount (MFD) Rewards Program is available to Dealers and Marketers 

through the Company and administered by Synchrony Bank.  

 

The MFD Rewards Program is available to business Cardholders only.  Dealers and Marketers may select which business 

Cardholders they want to participate, which rewards tier to provide, and the length of time that the offer is in effect.   

 

Dealers and Marketers who elect to participate in the Company’s MFD Rewards Program must notify the Company through 

Phillips 66 Marketing website, undertake any required training, and complete the MFD enrollment form prior to offering the 

MFD Rewards Program.  The MFD Rewards Program works as follows:  

 

1. Enrollment Process 

o Marketers and/or Dealers select which of their business credit card Cardholders to include in MFD Rewards 

Program. 

o Go to current Phillips 66 Marketing website page to complete the MFD Rewards Program enrollment form: 

o Enrollment will become effective for the business credit card Cardholders you select within five (5)  

days after submitting the form unless additional approvals are required.   

2. Enrollment on Non-discriminatory Basis Only 

o The MFD Rewards Program must be offered on a non-discriminatory basis without regard to the race, color, 

religion, national origin, sex, or age of the business credit card Consumer.  Any criteria or basis used to select 

Cardholders for enrollment in the MFD Rewards Program must have a legitimate business purpose and must not 

consider any of these prohibited factors.  As administrator of the MFD Rewards Program, Synchrony Bank has the 

https://bizlink.ephillips66.com/EN/training/BizLink/Pages/BizLinkTrainingLanding.aspx


Phillips 66 Credit Card Guide - 1/2022    21 
Copyright 2022 Phillips 66 Company 

right to and will monitor and periodically test the MFD Rewards Program to ensure that it is being offered fairly.  If 

Synchrony Bank, in its sole discretion, identifies significant patterns or trends that suggest that any Dealer or 

Marketer is discriminating or plans to discriminate in offering the MFD Rewards Program based on any of these 

prohibited factors, that Dealer or Marketer will be subject to termination from the MFD Rewards Program. 

3. Options for Reward Offers 

o Multiple rewards tiers will be available: for example, $0.05, $0.10, or $0.15 off each gallon of gas purchased may 

be available for Dealers and Marketers of Sites to offer to their business Cardholders.  Check Phillips 66 

Marketing website for available options. 

o Each tier would include one or more expiration periods.  For example, any reward tier may be available for 30, 60 

or 90 days.  Requests for “ongoing” periods of time will require additional approvals. 

o Dealers and Marketers of Sites can determine which tier (and expiration period) to offer to each business 

Consumer. 

4. Funding and settlement 

o Once Consumer is enrolled in MFD Rewards Program, the fuel credits will automatically be provided as a credit 

on Cardholder’s credit card account statements. 

o Synchrony Bank will provide reporting to Company showing the amount of fuel credits paid on Consumer 

accounts for each Site. 

o Company will arrange settlement process as between Company and Dealers and Marketers of Sites. 

5. Fulfillment 

o Only the business credit card Cardholders listed in CONTRL accounts and subaccounts on the CONTRL account 

will be eligible to receive rewards. 

o The rewards will be received only when business Cardholders use their Phillips 66, Conoco, and 76 Commercial 

Cards at the Sites that were included in the enrollment form. 

o Rewards will be reflected on Cardholder’s credit card account statements as fuel credits. 

6. Exclusions 

o Rewards will not accrue on any credit card account that is past due for two (2) or more billing cycles.  Rewards 

will not accrue on any credit card account if the credit card Consumer is bankrupt or otherwise known to have 

failed to pay debts when due, or if the credit card is lost or stolen. 

7. Additional Chargeback rights 

1. Any dollar amount representing rewards under this MFD Rewards Program that is disputed by the credit card 

Consumer will be charged back by Synchrony Bank to the Company for direct reconciliation with the Dealer or 

Marketer of the Site where the fuel purchase was made 

8. Termination 

o Either Synchrony Bank or Phillips 66 may terminate the MFD Rewards Program or any Dealer or Marketer from 

participation in the MFD Rewards Program at any time for any reason with reasonable notice of at least 90 days.  

If Synchrony Bank or Phillips 66 believe, in either of their sole discretion, that any Dealer or Marketer is or may be 

violating the law in its use of the MFD Rewards Program, then either Synchrony Bank or Phillips 66 may 

terminate that Dealer or Marketer from participation in the MFD Rewards Program immediately.  
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SUMMARY OF ACCEPTED CARDS AND PAYMENT METHODS 
 

Approved Payment Methods 

Magnetic Stripe card 

Mobile phone with PSX branded app 

EMV cards 

Contactless 

 

Accepted Cards – the following are considered “Accepted Cards” under this Guide: 

Phillips 66, Conoco, 76 Aviation, Personal & Commercial Cards (via plastic or PSX Branded app) 

Phillips 66, Conoco, 76 Proprietary Fleet and Co-Brand Cards (via plastic or PSX Branded app) 

Commercial In-Station Cards 

Phillips 66, Conoco, 76 Gift Cards 

 

VISA, VISA Fleet, VISA Purchase 

MasterCard, MasterCard Fleet, MasterCard Purchase  

American Express 

Discover, Diner’s Club International, Japan Credit Bureau (JCB), China Union Pay (Union Pay) 

Diners Club 

Voyager Universal Fleet 

WEX Universal Fleet  

WEX Dept of Defense (DOD), Dept of Energy (DOE), and US Dept of Agriculture (USDA) 

PIN Debit Cards 

ChasePay (via PSX Branded app) 

Direct Pay (via PSX Branded app) 

EBT 

 

Phillips 66 Aviation Wings Card (Cobranded with AVCARD) 

AVCARD - Aviation 

Multi Service - Aviation 

 

76 Gift Certificates 

Phillips 66 Gasoline Certificate 

Phillips 66 Driver Acce$$ Cards and Conoco and 76 Cash Cards 

 

Customer shall, and shall cause the Customer’s Sites to, accept for payment all Accepted Cards through Phillips 66 approved 

Payment Methods (as defined above) at Sites.   
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Mobile Pay 

Mobile Pay Acceptance Required  

The acceptance of Phillips 66 Mobile Pay is required at all PSX branded Sites. Please be aware that Phillips 66 Mobile Pay is 

part of the Phillips 66 brand requirements and Sites failing to implement Phillips 66 Mobile Pay may be subject to increasing 

fees or debranding.  Send your mobile inquiries to MobilePay@p66.com. 

 

Mobile Pay Non-Compliance Fee = $500 per branded Site per month 

 

The following payment options are currently available within the branded mobile app: 

• Branded Consumer Proprietary Cards as part of the Phillips 66 Credit Cards Rewards Program issued by Synchrony.  

• Direct Pay (direct connect to the customer’s bank account) 

• Click to Pay (Replaced Visa Checkout and MasterPass) 

• PayPal 

• Venmo 

• Apple Pay 

• Google Pay 

• Samsung Pay 

• Debit/Credit Visa, Mastercard, Discover 

• Phillips 66, Conoco, 76 Gift Cards (fuel only)  

 

Other details: 

• Account management for Phillips 66 Credit Cards Rewards Program issued by Synchrony is also available within the 

app. Consumers can pay their bills and monitor their balance within the app. This capability is in the app settings 

area. 

• Consumers are responsible for effectively adding methods of payment into the mobile wallet within the app and 

keeping the details up to date.  

• Kickback Rewards accounts can be added to the app for automatic earning and usage of rewards. 

• Other payment instruments will be added to the wallet periodically.  

 

Help: 

• Consumers should visit the “Help/About” section of the app under settings to access the latest contact information.  

• Sites should contact 1-800-IAMDOWN to reach the Help Desk. 

 

General Restrictions 

FLEE T  CA RD RES TRIC T ION S :  Card cannot be used to purchase any cash equivalent products such as gift cards, cash cards, 

money orders, and any items expressly prohibited by federal, state, or local laws.  Any such transaction will be charged back to 

the Customer.   

 

Cards marked "FUEL ONLY" can only  be used to purchase fuel. 

mailto:MobilePay@p66.com
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Un-Embossed Cards 

Un-Embossed and ‘mini’ cards are only accepted if they will swipe.  If they will not swipe, the Cardholder must submit another 

form of payment.  We will not accept a photocopy or handwritten card number. 
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Phillips 66, Conoco, 76, Aviation, Personal & Commercial Cards 

 
 

The offer to apply for the Branded Proprietary Cards should be made to consumers in a fair and consistent manner. Site 

personnel should not discourage anyone from applying, either through oral statements, body language, delays or discourtesy 

and provide a consistent level of service in responding to questions from Consumers about the availability of credit.      

 

How to Apply for a Phillips 66, Conoco, 76 Credit Card or Phillips 66 Aviation Credit Card 

To apply, Consumers can mail a paper application to Synchrony Bank, text APPLYP66 or APPLY76 or APPLYCONOCO to 

28729, call Customer Service, visit www.myphillips66card.com or www.phillips66aviation.com. 

 

Synchrony Bank Personal Customer Service ..................................................................................................................... 1-855-513-1176 
Synchrony Bank Commercial Customer Service ............................................................................................................... 1-855-659-9789 
Synchrony Bank Personal and Commercial Authorization .............................................................................................. 1-855-702-4131 
Synchrony Bank Personal and Commercial Application.................................................................................................. 1-855-702-4132 

 

IF  CON SUMER GIVE S A  PAP ER APP LIC ATION  TO A  S ITE  EMPLOY EE,  THE  EMP LOYE E  MUST IMMEDIA TEL Y 

SEN D SUCH AP PLIC AT ION  T O SYN CHRON Y BAN K.  

 

Fuel Statement Credits 

Synchrony Bank offers fuel statement credits for purchases on Proprietary Personal Credit cards through their Phillips 66 

Credit Card Rewards Program at participating branded Sites.  Visit www.myphillips66card.com for current Proprietary Credit 

Card offers and details. 

Currently Synchrony Bank does not offer fuel statement credits for Proprietary Commercial Credit Cardholders. Merchant 

Funded Discount programs are available for Proprietary Commercial Credit Cardholders (see Merchant Funded Discount 

section in Phillips 66 Marketing website). 

 

Ineligible Transactions 

Sites will not permit proprietary credit cardholders to use accounts to purchase extended warranties; service contracts, lottery 

tickets; cash; money orders; stamps; phone cards; cell phones; any other items expressly prohibited by State, Federal, or local 

laws. 

 

https://bizlink.ephillips66.com/EN/CreditCards/MotorFuels/Pages/Commercial-Cards.aspx
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Handling Instructions 

• For manually keyed transactions –Enter current month/year as a valid expiration date.  For phone authorizations call 

1-855-702-4131 and enter information as prompted.  If the sale is approved, enter the authorization number into the 

EPOS terminal or record on the imprinted invoice. 

• On non-pump purchases exceeding $100.00, the sales ticket must be signed. The signature must be checked to 

ensure that the signature on the card matches the signature on the charge slip. If the back of the card is not signed or 

signatures do not appear to match, ask for a photo ID and compare the signature on the charge slip with the 

signature on the photo ID. 

 

Authorizations 

• Authorizations are required on all card sales.  

• Card sales processed through your EPOS system are electronically authorized or declined by Synchrony.  

• If the EPOS terminal display prompts for special approval, or if unable to process electronically, authorization must be 

obtained by using the phone authorization procedures below.   

NEVER ACCEP T AN  AU THOR I ZATION  N UMBER FROM TH E  CARDH OLDER OR EN TE R A RAN DOM N UMBER TO 

BYPA SS THE  S PECIA L A PPR OVA L MESS AGE  

 

Phone Authorization Procedures 

• Call: 1-855-702-4131 and enter information as prompted.  

• If the sale is approved, enter the authorization number into the EPOS terminal or record on the invoice. 

AN  IN VA LID  AU THORIZ ATI O N  N UMBER MAY RESUL T  IN  A  CHARG EBACK   
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Phillips 66, Conoco, 76 Proprietary Fleet and Co-Brand Cards 
 

 

Phone Authorization Procedures 

1. Call 1-800-842-0071  

• Enter the card account number followed by the # key. 

• Enter the five-digit vehicle number from card followed by the # key. 

• Enter the four to six-digit driver number for Universal/Cobrand cards, or six-digit driver number for Proprietary 

card followed by the # key. 

• Enter the sale amount in dollars only followed by the # key. 

2. Listen to and follow the instructions.  If the sale is approved, enter the authorization number into the EPOS terminal or 

record on the Imprinted Invoice. 

 

AN  IN VA LID  AU THORIZ ATI O N  N UMBER MAY RESUL T  IN  A  CH ARGEB ACK.  

 

Proprietary Fleet  

Can be used at any Conoco, Phillips 66, or 76 branded Site. 

 

Co-branded Universal  

Can be used anywhere WEX is accepted. 

 

To Apply  

Conoco ........................................................................................................................................ 1-866-300-4792 or www.conocofleet.com 
Phillips 66 .............................................................................................................................. 1-866-300-4795 or www.phillips66fleet.com 
76 ......................................................................................................................................................... 1-877-685-0327 or www.76fleet.com 

 

http://www.conocofleet.com/
http://www.phillips66fleet.com/
http://www.76fleet.com/
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Customer Service  

Conoco ..................................................................................................................................................................................... 1-866-544-1722 
Phillips 66 ................................................................................................................................................................................ 1-866-544-1738 
76 .............................................................................................................................................................................................. 1-866-549-1587  
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Commercial In-Station Cards 
 

Description 

• Only for use on commercial accounts.   

• Allows purchases only at a particular Site – no need for user to carry an 

individual credit card.   

• Site uses the card to process transactions made by persons specified by 

the account holder.  

• The card is made of plain orange plastic and is embossed with 

o Account number & Name of the site 

• “Member since XX” is printed at the bottom 

 

Handling Instructions 

• A signature is required on all transactions made with an “In-Station” card. 

 

Requesting an In-Station Card 

If a Phillips 66, 76 or Conoco commercial account cardholder wants an in-station card placed at a particular Site, the 

cardholder needs to call Customer Service and provide the account holder name, account number, Site name and address.  If 

a Consumer does not have a Phillips 66, 76 or Conoco commercial account and wants an in-station card placed at the Site, 

the Consumer should: 

• Complete a Commercial Credit Card Application. 

• Specify on the application that an “In-Station” card is being requested. 

• Furnish the Site name and address. 

In-Station cards will be mailed directly to the Consumer.  In-Station cards will only be accepted inside of the station, not at the 

Pump. 

 

IN -S TA TION  CARD S A RE TO BE  ACCEPTED ON LY A T  THE  DESIGN A TION  LOC AT ION  WH OSE SIT E  N UMBER 

APPE ARS UN DER THE  ACCO UN T’S  N AME.   THE  C ARD IS  KEPT AT  THE  S T ATI ON  AN D IS  N OT T RAN SF ERAB LE  

TO AN O THER ST ATI ON.   IN  T HE  EVEN T OF  THEF T,  C OPYI N G,  ETC. ,  S ALE S MADE AT  U N AUTHORIZED SI TES 

ARE SUBJEC T T O CH ARGEB A CK TO THE  DESI GN ATED ST A TION.    
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Phillips 66, Conoco, 76 Gift Cards 
 

 

Types of Gift Cards 

• Gift Card 

o Comes in two versions, plastic and digital via the PSX branded mobile apps: My Phillips 66, My Conoco, and My 

76. 

o Can be used for transactions both inside store and outside at the fuel pump purchases.  At launch, will not be 

able to be used inside the store. 

o Gift Cards do not expire. 

• Promo Gift Card 

o This prepaid gift card is event based driven. 

o Comes in two versions, plastic and digital via the PSX branded mobile app: My Phillips 66, My Conoco, and My 76. 

o Can be used for transactions both inside store and outside at the fuel pump purchases.  At launch, will not be 

able to be used inside the store. 

o Expiration dates will apply based on event details. 

• Fuel Only Gift Card 

o This gift card is awarded as a Sweepstakes prize.  This will be the only gift card in the app when released until 

further development. 

o Digital only via the PSX branded mobile app: My Phillips 66, My Conoco, and My 76. 

o Can only be used for transactions outside at the fuel pump purchases. 

o No expiration dates. 

 

Handling Instructions 

• May be sold in any amount up to $500. 

• Check ID on all gift card sales when a credit card is used to pay. 

• Cards can be used at any Phillips 66, 76, or Conoco branded Site 

• Cards may be used to pay at the Pump   

 

DO N O T ACCEP T CHECK ,  MO N EY ORDER,  FLEE T  CA RD,  O R COMMERCIAL C ARD A S P A YMEN T FOR A G IF T  

CARD.    
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Important Reminder Regarding FinCEN (Financial Crimes Enforcement Network) Regulations for Gift Cards 

• Federal regulations prohibit initial loads and/or reloads on an individual gift card over $2,000 per day. 

• Federal regulations prohibit the sale of more than $10,000 in gift cards per day to a single customer. 

 

Authorization 

• Gift Card sales are electronically authorized/declined by the issuer 

• No phone authorizations 

 

Fraud Prevention 

• Immediately prepare an incident report to include a summary of the incident, a listing of gift card account numbers, 

and activation/recharge values for those accounts.   

• If you are suspicious of any gift card activity, please call our Fraud Hotline at 1-888-482-1838. 

• Fraudulent activations reported to BHN – A Blackhawk Network Company (BHN) in a timely manner will be reviewed 

by BHN for card cancellation.  To request card cancellation, call BHN at 1-866-322-4846.   

 

PHIL L IPS 66 AN D BHN AS SUME N O L IAB I L I TY  F OR AN Y FRAUDU LEN T TR AN SAC TIO N S.     

 

Important Reminder Regarding Cash Back on Gift Card Balances <$10 

Remember, in some states, gift card laws require cash be given to customers for gift cards with a remaining balance of 

varying amounts.  To comply with state laws, cash should be given back to any cardholder if the remaining balance on their 

gift card is $10 or less and they request cash back.  If you can provide cash back upon request from a customer with a 

remaining balance of $10 or less on their gift card, please follow the process in the paragraph below. 

 

If a cardholder requests cash back, the station cashier should call the number on the back of the card to verify the balance, 

accept the card from the consumer, provide the exact balance to the consumer in cash, and then cut the card in half.  The 

cashier should then call BHN customer service at (800) 972-7481 and BHN will devalue the card and send a check for the 

value to the station. 

 

If you are unable to provide the cash back at the station, please direct the cardholder to BHN and BHN will provide a refund to 

the cardholder for balances of $10 or less.  Please have the customer contact BHN at: 

• Phone: 1-800-972-7481 (Monday – Friday; 8 a.m. – 5 p.m. CST) 
• Email: info@svmcards.com 
• Website: www.giftcardreturns.com 

 

Cards with low balances may not function due to restrictions at certain pumps.  If this happens, please refer cardholder to 

BHN for customer service. 

 

For proper legal compliance, it is important that each cashier is aware of this process. 

 

Balance Inquiries:  

Balance may be checked using EPOS or by calling number on back of card. 

mailto:info@svmcards.com
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76:  ...........................................................................................................................................................................................  1-877-706-2047 
Conoco:  ..................................................................................................................................................................................  1-877-706-2045 
Phillips 66: ..............................................................................................................................................................................  1-800-722-9464 

 

Customer Service ................................................................................................................................................................... 1-800-972-7481 

  

Ordering Cards 

• Call:  1-800-722-9464 

• 76giftcard.com 

• conocogiftcard.com  

• phillips66giftcard.com  

 

Additional information can be found on the Phillips 66 Marketing website, Credit Cards  Motor Fuels Credit Card  Gift 

Cards 

 

http://www.76giftcard.com/
http://www.conocogiftcard.com/
http://www.phillips66giftcard.com/
https://bizlink.ephillips66.com/EN/CreditCards/MotorFuels/Pages/Gift-Cards.aspx
https://bizlink.ephillips66.com/EN/CreditCards/MotorFuels/Pages/Gift-Cards.aspx
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VISA, VISA Fleet, VISA Purchase, MasterCard, MasterCard Fleet, MasterCard Purchase 
 

Handling Instructions 

• VISA Check Cards and MasterMoney Cards may be used as both a credit card and a debit card. 

• Always check the credit card expiration date on all inside sales.  

• Obtain signature: 

o Signature is optional for a swiped purchase under certain transaction amounts with valid electronic authorization.  

Follow EPOS instructions. 

o These values are preset and controlled by the point of sale. 

o For transactions requiring signature, the point of sale will automatically print a signature line on the Receipt.  

(Transactions not subject to Chargeback for no signature; however, still subject to Chargeback for other reasons.) 

• Compare last four digits on credit card against the four digits printed on the Receipt.  

• If the Cardholder chooses to use the card as a debit card, a PIN number must be entered in the PIN pad. 

• VISA Fleet and MasterCard Fleet cards may have a restriction of “fuel only” which may show on the front of the card 

and/or be encoded in the Mag stripe.   

o If the Mag stripe will not read, the cashier must not allow the purchase of nonfuel products.  Follow terminal 

prompts for other requested information such as identification number or odometer reading. 

• For post keyed sales, Imprint the card.  This is your proof that the card was present at the time of the sale.  Do not  

make a photocopy of the card, this is not accepted by the Card Issuer. 

• If unable to process electronically at the time of the sale: 

o Follow the phone authorization procedures below. 

 

IMPRIN TED IN VOICE S WIT H OUT A  VA LID  AU THOR IZA TIO N  ARE SUBJECT TO CHA RGE BACK.    

 

o When able to process electronically, to expedite payment manually key the sales into the EPOS equipment using 

Post Entry if this function is available.  (See your EPOS operator’s manual to determine if this functionality is 

available on your equipment.)  If this function is not available, you must take another form of payment. 

 

Restrictions 

Visa, MasterCard - Lottery tickets (where expressly prohibited by any law), cash, money orders, and any items expressly 

prohibited by federal, state, or local laws cannot be purchased on the card.  Customer assumes liability when allowing these 

purchases on credit cards. 

Visa Fleet and MasterCard Fleet - Lottery tickets, cash, money orders, phone cards, cigarettes, alcohol, firearms, cell phones, 

and any items expressly prohibited by federal, state, or local laws cannot be purchased on the card. 

 

Authorizations 

• Authorizations are required on all card sales. 

• Sales processed through the Phillips 66 EPOS system are electronically authorized/declined by the issuer.   
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• If the EPOS terminal display prompts for special approval, or if unable to process electronically, authorization must be 

obtained by using the phone authorization procedures below.  

   

NEVER ACCEP T AN  AU THOR I ZATION  N UMBER FROM TH E CARDH OLDER.    

NEVER EN TER A RAN DOM N UMBER TO BYP AS S THE  SPE CIAL APPR OV AL MES SA GE.  

 

Phone Authorization Procedures 

1. Call: 1-800-343-5792  

2. Key in the Merchant Number 1005811, enter billing zip code 74003, #, 1 

3.  If the sale is approved, enter the authorization number into the EPOS terminal or record on the Imprinted Invoice.   

 

AN  IN VA LID  AU THORIZ ATI O N  N UMBER MAY RESUL T  IN  A  CH ARGEB ACK.  

 

Special Instructions 

Use Code 10 if you believe the card is being used fraudulently or if a response of “Pick up card” is received.  To use code 10, 

enter Star “*” and then press menu option 10.  An operator will ask questions that require “yes” or “no” answers.  Do not  say 

or do anything that would embarrass the Cardholder or place you in jeopardy.   
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American Express 

 

Phone Authorization Procedures 

1. Call: 1-800-528-2121 

2. Enter Information according to the prompts 

3. Key in the following Merchant number: 

• 135-022-005-9 

4. Enter additional information according to the prompts 

5. Listen to the instructions.  If the sale is approved, enter the authorization number into the EPOS terminal or record on 

the Imprinted Invoice. 

 

AN  IN VA LID  AU THORIZ ATI O N  N UMBER MAY RESUL T  IN  A  CH ARGEB ACK.  

 

Special Instructions:  

Use Code 10 if you believe the card is being used fraudulently or if a response of “Pick up card” is received.  To use code 10, 

enter Star “*” and then press menu option 10.  An operator will ask questions that require “yes” or “no” answers.  Do not  say 

or do anything that would embarrass the Cardholder or place you in jeopardy.   

 

Phone Authorization .............................................................................................................................................................. 1-800-528-2121 

 



Phillips 66 Credit Card Guide - 1/2022    36 
Copyright 2022 Phillips 66 Company 

Discover, Diner’s Club International, Japan Credit Bureau (JCB), China Union Pay (Union Pay) 

 

Phone Authorization Procedures 

1. Call: 1-800-347-1111 

2. Enter information according to the prompts. 

3. Key in the following Merchant number: 

• Phillips 66 Sites: 6011-0160-1100-504 

• Conoco Sites: 6011-0161-5141-312 

• 76 Sites: 6011-0161-0001-107 

4. Enter additional information according to the prompts. 

5.  Listen to the instructions.  If the sale is approved, enter the authorization number into the EPOS terminal or record on 

the Imprinted Invoice. 

 

AN  IN VA LID  AU THORIZ ATI O N  N UMBER MAY RESUL T  IN  A  CH ARGEB ACK.  

 

Special Instructions 

Use Code 10 if you believe the card is being used fraudulently or if a response of “Pick up card” is received.  To use code 10, 

enter Star “*” and then press menu option 10.  An operator will ask questions that require “yes” or “no” answers.  Do not  say 

or do anything that would embarrass the Cardholder or place you in jeopardy.   

 
Phone Authorization .............................................................................................................................................................  1-800-347-1111 
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Voyager Universal Fleet 
 

Additional Restrictions 

Check cards for an Embossed 2-digit restriction code or “FUEL ONLY” located to the left of the expiration date. 

 00  ID # not required, odometer not required - Fuel and other  

 01  ID # not required, odometer not required - Fuel only 

10  ID # required - Fuel and other 

11  ID # required - Fuel only 

20  Odometer required - Fuel and other 

21  Odometer required - Fuel only 

30  ID # required, odometer required - Fuel and other 

31  ID # required, odometer required - Fuel only 

 

Authorization 

• Authorization is required on all card sales. 

• Card sales processed through your EPOS system are authorized/declined by the issuer. 

• If the EPOS terminal display prompts for special approval, or if unable to process electronically, authorization must be 

obtained by using the phone authorization procedures below.    

 

NEVER ACCEP T AN  AU THOR I ZATION  N UMBER FROM TH E CARDH OLDER.    

NEVER EN TER A RAN DOM N UMBER TO BYP AS S THE  SPE CIAL APPR OV AL MES SA GE.  

 

Phone Authorization Procedures 

1. Call: 1-800-987-6589 

2. Give the attendant the following: 

• The card account number 

• The expiration date from the card 

• The product sold 

• The sale amount 

• The odometer reading from the driver 

• The Driver ID from the driver 

• Listen to the instructions.   

3. If the sale is approved, enter the authorization number into the EPOS terminal or record on the Imprinted Invoice. 

 

AN  IN VA LID  AU THORIZ ATI O N  N UMBER MAY RESUL T  IN  A  CH ARGEB ACK.  

 

Voyager Customer Service .................................................................................................................................................... 1-800-987-6591 
 
Phone Authorization .......................................................................................................................... 1-800-767-1917 or 1-800-987-6589 
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WEX Universal Fleet  
 
The guidelines below are for obtaining an authorization. For additional assistance related to 

your equipment or network please contact the appropriate help desk.  

 

WEX DOES N O T SE LL/SER V ICE/MAIN T AIN  AN Y EQU IPM EN T.  

 

Please be prepared with the following information when processing a transaction through your 

terminal: 

• Fleet account number (entered by swiping the card or keying in the number on front of the card) 

• Odometer reading provided by the driver 

• Driver ID – provided by the driver (4 or 6 digit number) 

• Product code information 

 

If your EPOS is not operational: 

While the driver is still at the station: 

 

1. Call Fleet Services for authorization at 1-800-842-0071. You will be prompted for your Merchant Site ID or Site Phone 

Number. 

2. Take a manual imprint of the card and obtain the following information: 

• Fleet Account Number 

• Driver ID 

• Odometer Reading 

• 5-Digit Vehicle Number (located in the center of the card, example: 0001-1) 

• Expiration date (MM/YY) 

• Invoice Number 

• Approval Code provided by Fleet Services 

3. Once the EPOS is operational, you must enter the sales information, odometer reading, Driver ID number and 

approval code provided by Fleet Services. You must complete this in order to be paid.  

4. To prevent chargebacks, uncaptured sale(s) documentation should be forwarded to balancing@p66.com within 7 days 

of the transaction date. 

 

Quick Reference Phone Numbers 

Voice Authorization Unit (English)  ....................................................................................................................... 1-800-842-0071 (24 Hrs) 

Voice Authorization Unit (Spanish)  ..................................................................................................................... 1-800-437-6022 (24 Hrs) 

Customer Service (general inquiries about card)  ............................................................................................. 1-800-492-0669 (24 Hrs) 

Merchant Services Hotline  ................................................................................................................ 1-888-660-8941 (M-F, 8-6 p.m. EST) 

For Authorizations please call WEX Fleet Services  .......................................................................................................... 1-800-842-0071 

mailto:balancing@p66.com
http://www.wexinc.com/
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WEX Dept of Defense (DOD), Dept of Energy (DOE), and US Dept of Agriculture (USDA) 

 
Standard Processing: DOD, DOE, USDA 

For Fuel & Service transactions, follow standard swipe procedures for processing the WEX Card. 

Standard Processing: GSA Fleet under $100.00 

Fuel transactions for GSA Fleet; Service transactions under $100, follow standard swipe procedures for processing the WEX 

Card. 

 

Follow these instructions for GSA Fleet (not DOD, DOE, or USDA) service transactions over $100: 

Service transactions over $100, new batteries, tires and unapproved parts require approval from GSA. 

While the GSA Fleet driver is at your station: 

 

1. Call the GSA Maintenance Control Center (MCC) service number on back of the card: 1-866-400-0411. Hours: M-F, 

7a – 8p EST. Closed weekends and holidays. 

2. Be prepared to provide the following information over the phone: 

• License plate or Driver ID 

• Card Information 

• Odometer reading 

• Expiration date (MM/YY) 

• Sales information (Product, Amount, & Quantity) 

• Merchant Contact Information 

• Your invoice number (ticket #, receipt #, job #) 

3. The representative will provide a MasterCard account number, expiration date, CVC2 number, purchase order number 

and approved dollar amount for you to key into your terminal for payment 

 

Follow these instructions if the EPOS is not operational: 

While the driver is still at your station: 

1. Call the number in the back of the card for authorization: 

For GSA: 1-866-WEX-4GSA 

For DOD: 1-877-939-4872 

For DOE: 1-877-939-4472 

For USDA: 1-866-885-2802 

2. Take a manual imprint of the card and make sure to obtain the following information: 

• WEX BIN number 690046 

• 13 digit Account Number as referenced above 

• Driver ID 

• Sales Information (Product, Amount & Quantity) 
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• Odometer Reading 

• Expiration Date (MM/YY) 

• Authorization Number provided to you 

• Vehicle # 

4. The representative will provide a MasterCard account number, expiration date, CVC2 number, purchase order number 

and approved dollar amount for you to key into your terminal for payment. 

5. Once the terminal is operational, you must enter all the information captured manually. You must complete this step 

to be paid.  
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PIN Debit Cards 
 

Authorized Debit Card Networks 

Pictured below are samples of Debit Cards.  If a debit card is capable of being processed through your EPOS network, the 

Consumer must enter a PIN to process an on-line debit to the Consumer’s financial account.   

 

 

Restrictions 

• All debit card activity must be processed electronically at the time of sale via EPOS.  Manually keyed sales cannot be 

processed, and Customer will not be reimbursed for these sales.   

 

Authorization 

• Debit card sales are authorized/declined by the issuer. 

• No phone authorization is available for Debit cards.  In the event the sale is declined, refer the Consumer to the Card 

Issuer and request another form of payment. 

 

Phone Authorization .................................................................................................................................... No phone authorization offered 
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EBT Cards 
 

Phillips 66 now accepts SNAP/Electronic Benefits Transfer (“EBT”) cards as a 

Payment Method for eligible products on company approved Point of Sale (POS) 

systems. Each Site may participate in, and be provided access to, the EBT program 

for debit card access to electronically distributed government benefits ("EBT 

program"). 

 

For information applicable laws, regulations, rules, or administrative guidelines for your operating State’s EBT program, visit 

the following website: 

  

https://www.fns.usda.gov/snap/state-directory 

 

For general retailer information about EBT including acceptance eligibility, training, purchase eligibility policies, and program 

contact information. Watch the following training video or visit the below website:  

  

https://www.fns.usda.gov/snap/basic-guidelines-snap-retailers 

https://www.fns.usda.gov/snap/retailer 

 

1. Prior to accepting EBT, Site(s) must first register with the USDA’s Food and Nutritional Service (FNS).  

 

For information on how to apply, or general EBT information, contact the SNAP Retailer Service Center at 1- 877-823-

4369 or visit the following website:  

 

https://www.fns.usda.gov/snap/apply-to-accept 

https://fns-prod.azureedge.net/sites/default/files/snap/SNAP-application-educational-notice.pdf 

 

2. Once Site receives authorization from FNS and receives the USDA certificate, the Site must contact Phillips 66 Help 

Desk at 800-426-3696 and provide the Site’s individual site FNS number in order to be enabled for EBT acceptance.   

 

3. Phillips 66 will then commence the onboarding process. Please allow up to fifteen business days for this process to 

take place before the Site can begin accepting EBT.  

 

4. Program Implementation and Execution Requirements:  

 

• Site shall, and shall require that each Site employee, comply with all applicable laws, regulations, rules, or 

administrative guidelines related to its participation in each EBT program and acceptance of EBT cards. Without 

limiting the foregoing, Site shall, and shall ensure that the Site employees shall, not resubmit any EBT 

Transactions except as specifically permitted by EBT rules related to such EBT program. Site shall not, and shall 

require that each participating Site employee will not, take any action that would cause Phillips 66, or its 

processors, to be in violation of any law, regulation, rule or administrative guideline applicable to an EBT program.  

https://www.fns.usda.gov/snap/state-directory
https://www.fns.usda.gov/snap/basic-guidelines-snap-retailers
https://www.fns.usda.gov/snap/retailer
https://www.fns.usda.gov/snap/apply-to-accept
https://fns-prod.azureedge.net/sites/default/files/snap/SNAP-application-educational-notice.pdf
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• Site shall remain, and shall require each participating Site employee employees to remain, a participant in good 

standing in each EBT program.   

• Site agrees, and shall require that each participating Site employee to agree that information may be released 

regarding Site’s use of the EBT Program upon request by any federal or state agency, and Site shall have a claim 

or cause of action for such release of information. 

• Site shall, and shall require that each participating Site employee employees shall, accept EBT Cards only for 

transactions and purchases permitted under the applicable EBT Program. All chargebacks relating to EBT 

transactions will be the sole responsibility of the Site.  

• As required by the United States Department of Agriculture (USDA), whom manages the SNAP/EBT program, the 

following outlines the disqualifications, fines, and other consequences for misuse of the program. Site is 

responsible for the actions of everyone who works in your store whether or not they are paid. If Site employees, or 

family members break the program’s rules, Sites can be disqualified from the program, may be assessed a 

monetary penalty, and Site owner and personnel may face criminal prosecution.  

 

Criminal prosecution may result in a prison sentence, seizure of your assets, and additional penalties. The Internal Revenue 

Service may conduct a more extensive investigation of your business. Site may also lose your State lottery, alcohol beverage 

sales, and other State or local business licenses. If Site is disqualified or fined for violating program rules, FNS may publicly 

disclose Site’s name and address, owners’ names, and the penalty. If Site is permanently disqualified, all Site owners’ names 

will be publicly disclosed through the General Service Administration’s (GSA) System for Award Management (SAM). 

 

For more information regarding disqualifications or program violations. Please visit the following website: 

 

https://fns-prod.azureedge.net/sites/default/files/media/file/Retailer-Training-Guide.pdf 

 

• Site shall, and shall require that each participating Site employee shall, process refunds with respect to EBT 

Transactions only in accordance with applicable laws, regulations, rules, or administrative guidelines related to its 

participation in each EBT program. 

• If required by an EBT Program, Site shall, and shall require that each participating Site employee shall, obtain 

telephone authorization of each EBT transaction in situations in which the Site is unable to obtain electronic response 

from the Authorization system for the EBT Program. Site shall, and shall require that each participating Site employee 

shall, complete any such manual Transactions for an EBT Transaction in accordance with the requirements of the EBT 

Program. 

o To obtain telephone authorization for EBT, Site shall call the Retailer Assistance 800 number shown on the 

consumer’s EBT card and follow the prompts.  

• Site shall maintain records of EBT Transactions as required by applicable laws, regulations, rules or administrative 

guidelines related to each EBT Program. 

• Site shall not, and shall require that each participating Site employee shall not, use or disclose any information 

concerning a recipient, for any purpose not directly connected with the performance of Site’s and Site’s duties, under 

an EBT Program. 

https://fns-prod.azureedge.net/sites/default/files/media/file/Retailer-Training-Guide.pdf
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• Site shall, and shall require that each participating Site employee shall, not discriminate in the provision or denial of 

any EBT transactions based on a recipient's disability or handicap (if any), age, race, color, religion, sex, sexual 

preference, political belief, national origin, creed, marital status or veteran's status.  

• Upon request, Site shall, and shall require that each participating Site employee shall, provide any information 

reasonably required by the EBT provider to assist the EBT provider in ensuring the integrity, security and successful 

performance of the EBT network. 

• Phillips 66 shall provide the EBT services identified in accordance with the terms of EBT program, and applicable 

laws, regulations, rules and administrative guidelines applicable to each selected EBT program. Phillips 66 shall have 

the authority, without liability, to terminate or suspend the provision of services hereunder with respect to each and 

every EBT Program, at the direction of any federal, state or other authority with responsibility for oversight or 

implementation of such EBT program, or upon Phillips 66 determination to terminate support for such EBT Program 

for Site. If Phillips 66 is directed to terminate or suspend the provision of services hereunder with respect to an EBT 

program, Phillips 66 may also terminate or suspend provision of services hereunder for any other EBT program 

without liability. Notwithstanding the foregoing, in all instances, Phillips 66 shall use commercially reasonable efforts 

to provide Site with prior notice of any termination or suspension of the provision of services with respect to an EBT 

program. 

• Notwithstanding any provision to the contrary, Phillips 66 is not liable for any loss, including loss of profits, revenues, 

other intangible losses, or fines and/or fees associated from violating such law, regulation, rule or administrative 

guideline applicable to the EBT program. 
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AVCARD  
 

Additional Restrictions 

No paper tickets 

 
Phone Authorization ..................................................... 1-800-892-4200 

• Enter Tail Number 
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Phillips 66 Aviation Wings Card (Cobranded with AVCARD) 
 

To Apply 
www.phillips66aviation.com/wingscard or 1-800-521-4106 
 
Phillips 66 Accounting Marketer Support ................. 1-800-828-5343 
 
Customer Service .......................................................... 1-888-939-4858 

 
Phone Authorization .............................................................................................................................................................. 1-888-939-4858 
 
Fraud Hotline........................................................................................................................................................................... 1-888-482-1838 

 

  

http://www.phillips66aviation.com/wingscard
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Multi Service - Aviation 
Restrictions 

No paper tickets 

 

Authorizations 

• Authorizations are required on all card sales 

• Sales processed through the Phillips 66 EPOS system are electronically 

authorized/declined by the issuer 

• If the EPOS terminal display prompts for special approval, or if unable to process electronically, authorization must be 

obtained by using the phone authorization  

 

Phone Authorization .............................................................................................................................................................. 1-877-672-2273 
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ELECTRONIC POINT OF SALE (EPOS) 
 
Phillips 66 EPOS Help Desk ............................................................................................................ 1-800-426-3696 or 1-800-IAM-DOWN 

Here, you’ll find support for all EPOS network, Broadband questions, limited terminal and software support.    

 

Network Messages and Appropriate Action 
Rejection of the card by the EPOS does not imply the card is being used in an unauthorized manner.  These responses may be 

in conjunction with equipment problems, network problems, Mag stripe problems, and/or information being entered 

incorrectly.   

 

IF  A  CON SUMER SHOU LD DI SPUTE  A  N EGA TIV E  RES PON SE FOR AUTH ORIZA TION  V I A  THE  N ETW ORK,  THE Y 

SHOULD BE  R EFERRED TO T HE  COMPAN Y I SSUIN G THE  CARD.  

 

Common EPOS messages and instructions for handling 
• CA LL ME SS AGE – Hold the card and call the appropriate authorization phone number listed in this Guide for the card 

presented. 

• COM L IN K (OR)  HO ST DOW N – Imprint the card and call to obtain an authorization number. 

• DEC LIN ED –  DO N OT P ICK UP THE  C ARD.   - Request an alternate form of payment.  Refer Consumer to the company 

issuing the card. 

• EXPIRED – Request an alternate form of payment.  Refer Consumer to the company issuing the card. 

• IN VA LID  CARD (OR)  UN KN O WN  CARD – The card is not accepted through the EPOS network.  Imprint the card if the 

card is listed as an Accepted Card in the Guide. 

• CHIP/EMV CARD ER ROR– Follow the terminal instructions.  

• MAG-STRIPE  E RROR– This message will appear when the card is swiped and the mag-stripe is invalid.  Follow these 

steps: 

1. Verify that the card is listed as an Accepted Card.   

2. If the card’s Mag stripe will not read, refer to your EPOS equipment “Operation Manual” for instructions on how to 

key in the card number and expiration date.  Be sure to Imprint the card.  Do not  create a photocopy.  This is your 

proof that the card was present at the time of the sale.  (Dirty mag-stripe readers often cause error messages on 

EPOS devices.  Routine cleaning of read heads will reduce incorrect messages appearing on the EPOS display 

screen.) 

3. If the card number is manually entered and still invalid, the message will read “ERROR”, “CALL FOR AUTH” OR 

“IMPRINT CARD.” Request an alternate form of payment. 

 

Network Communication/Equipment Interruption 
If the network communication link is down and the card cannot be processed electronically, it may be capable of being 

Imprinted.  If these options are not available, ask the Cardholder for another form of payment. 
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BLAST FROM THE PAST… 
 

Phillips 66, Conoco, 76 Cash Cards 
As of February 2005, no new issuances  

 

 

Accepted For Redemption Only 

Consumers with existing Cash Cards are still able to use their cards at your store Sites.  For information on the current Gift 

Card program, see the Gift Card section of this Guide. 

 

Consumers can continue to call the 1-800 number on the back of the card to speak to a Customer service representative 

concerning card balance, transaction information, and other inquiries. 

 

Restrictions: 

• May be used to purchase fuel or any store items, except lottery tickets, cash, money orders, prepaid phone cards, 

cigarettes, alcohol, firearms, cell phones, and any items expressly prohibited by federal, state or local laws. 

• Manual transactions are not permitted.  The card CANNOT be accepted as a valid form of payment if: 

o The EPOS or communication line is down, OR 

o The Mag stripe will not read when swiped through EPOS equipment.   

(Explain to the Consumer that they will need to use another form of payment for purchase.  Instruct them to call 

the 1-800 number on the back of the card to request a refund of the Cash Card balance.) 

Lost or stolen cards will not be replaced and are nonrefundable unless required by law.   

 

Phillips 66 Gasoline Certificates, 76 Certificates and Conoco Coupons 
No new issuances since 2008  

Restrictions 

• Lost or stolen certificates cannot be replaced or cancelled. 

• Certificates can be used to purchase fuel, services and merchandise exclud ing money orders, lottery tickets, 

alcohol, tobacco, certificates, or as prohibited by law. 

• Not redeemable for cash except where required by law.  Void where prohibited by Law. 

• Do not accept certificates that appear washed out, copied or reproduced in any way, altered, or printed by other than 

a professional printing company.  Applicable security features on certificates are:  

o The word “VOID” will appear on the face of a photocopied certificate. 
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o White space on the bank routing numbers and face amount.  Front black sequence number image reversed in 

reddish tint on back.  Micro printed signature line that blurs if copied.  Special thermo chromic ink that changes 

color when ink temperature increases. 

Handling instructions 

• All certificates are redeemable at all Phillips 66, Conoco and 76 branded retail Sites. 

• Accept certificates and coupons as you would cash for only the amount printed thereon.  Give any change back in 

cash. 

• Download the Gift Certificate form on Phillips 66 Marketing website. 

• Send the certificate & form to Phillips 66 for reimbursement. 

 

Questions concerning acceptance of Certificates or Coupons can be directed to Phillips 66 Accounting, Marketer Support at 1-

800-828-5343.   

 

Security features include:  
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Other Examples:  
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How to Prepare a Gift Certificate Form  

List each gift certificate separately, showing the gift certificate number found on the top right-hand corner of the certificate 

and the amount.  Enter the total amount of gift certificates in the Total box.  Complete the fields for the Dealer number and 

location, the date prepared and the amount. 

 

 

 

 

 

 

 

 

 

How to Prepare documents for submission 

• Place hard copy of the certificate form on top of the gift certificates.  Be sure to send the actual certificates to Phillips 

66, you may make copies for your records.   

• Mail the required documentation to Phillips 66, Payment Systems Enterprise-Accounting, P.O.  Box 8400, Bartlesville, 

OK, 74005. 

• Do not  fax the certificate form or gift certificates.  Faxed forms and gift certificates will NOT be accepted.   

 

DO N O T A TTEMP T TO CA SH THESE  CE RTIF IC A TES AT  YO UR BAN K.   YOU MA Y BE  SUB JECT T O AN  NSF 

CHARGE AS THE  PRE VIOUS ACCOUN T IS  N O W CLO SED.  

 

• Once Phillips 66 receives the required documents, we will process a credit to the Customer’s bank account on file 

within 3-5 business days. 

 

For certificates questions, call Phillips 66 Accounting, Marketer Support 1-800-828-5343. 
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